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1. Welcome
Please select a section. 

· Overview

· Using FDENS for the first time

· FDENS Home Page

· Receiving and Confirming an Alert

· EpiCom
2. Overview

2.1. Introduction
Welcome to the Florida Department of Health Emergency Notification System, which is located at www.fdens.com.  This tutorial is designed to educate the general user on the access and use of the FDENS system.  
This tutorial is approximately 45 minutes in length.
To use this tutorial, click Next to go to the next screen, click Back to return to the previous screen or click Menu to skip to return to the menu.  From the menu you can skip to a section of the tutorial that may be of more interest to you. Click Audio to turn the sound on and off.
2.2. Purpose of FDENS
FDENS is the Florida solution to the CDC requirement that each state have a Health Alert System. FDENS is an information system that supports 24/7/365 notification and alerting within the public health emergency response system.  This assures that public health professionals and key response partners have relevant and timely access to information necessary to respond to events that may be of urgent public health consequence.

FDENS provides password protected web access to a user registry and management of a multi-device alerting function.  It provides a central database, which allows for easier sharing of information.  FDENS also provides a collaborative work environment where sensitive disaster planning and response information may be securely shared between local and state health agencies.  

2.3. Purpose of FDENS (continued)

FDENS is a tool to enhance the State’s ability to communicate in an efficient and effective way, especially during public health emergencies. Notifications sent from FDENS are not intended to replace regular email. 
FDENS use is guided by the User Agreement, which is found on the FDENS home page.  Unauthorized use of FDENS will result in the suspension of your privileges.

Tip!  All FDENS notifications have Priority Labels.  There are three Levels of Notification: high, medium, and low. 
2.4. Registration/Technical Requirements
To register for FDENS, send an email to FDENS-help@doh.state.fl.us.  Once your registration has been approved, you will receive an email message from healthalert@fdens.com providing log in and password information 
The technical requirements to access the FDENS web site include:

· Internet Explorer 5.5 (with Service Pack 2) or higher

· Active X must be enabled

· Pop-up blockers must be disabled
· FDENS must be set as a Trusted Site on your computer.

2.5. Log In to FDENS

Every user is assigned a user ID and password.  
Your first notification from FDENS is an email that contains your login and password information.  You will use these to log in for the first time. 
2.6. Unsuccessful Log-In
If you enter the incorrect information, after three unsuccessful log-in attempts FDENS will redirect you to a page that states:  “You do not have permission to view this directory or page using the credentials you supplied.”
You may either click the Refresh button on your browser and enter the correct log-in information, or send an email to the HAN Coordinator for assistance at FDENS-Help@doh.state.fl.us.  
2.7. Initial Set-up of profile
As an FDENS user, you need to create a profile that contains information about you, where you work, what type of work you perform, and how you want to be contacted in case an alert is sent to you.
As part of your individual profile you can set and update passwords and codes that will allow you to log on to FDENS to confirm alerts.

Keeping the information in your profile up-to-date is critical to the success of the FDENS alerting system. As phone numbers, email addresses, and job locations change, you must update your information in FDENS. 
Tip!  FDENS prompts you every 60 days to verify your profile information.
2.8. Initial Set-up of profile (continued)

When you log in for the first time, you will be taken to the profile screen.  Once you enter your information, save the profile, by clicking on the Save button.
Tip!  If you need help while using the FDENS application, click on the Help link.

2.9. Personal and Work Contact Information

First, enter your personal information. For Prefix, select Dr., Mr., Ms., or Mrs.  
In the First and Last Name fields, type your name.  These are required fields.  
Tip!  The only special characters FDENS recognizes in your name are apostrophe and hyphen. Accents and other characters used in user names are currently not supported.
2.10. Personal and Work Contact Information (continued)
Next, enter your Work Contact information.  Work Location might be a branch office or headquarters.  Also include your work phone number, including area code and any extension.  
Tip!  Work contact information is viewable by other FDENS users.
2.11. Personal and Work Contact Information (continued)
When entering your information:
· Do not use a general office number that is routed to a receptionist since the call cannot be forwarded to you.

· You must enter 10 digits, including the area code, for all phone numbers.

· If you have an extension, add any additional numbers or symbols before the extension (*1212, for example).

· If you use numeric paging, select the pager service that you use.

· FDENS can currently send pages to the pagers serviced by MetroCall and SkyTel.  If you use a different service, select Other.  FDENS will not be ale to send pages to the number; however, users can manually page you by looking up your information in the user directory.

· For Work Alpha Pager Email, type the email address of your work alpha pager.  Alpha pager email addresses can be up to 64 characters in length.  Enter the complete address; for example: 6498511022@pagerco.net.

2.12. Home Contact Information

Next, enter your Home Contact information.  This includes your home address and phone number.  
Tip!  Your home information is not visible to other users in the FDENS directory.

2.13. Alternate Contact Information

The Alternate Contact information is entered next.  This gives the system additional ways to contact you.
Tip!  This alternate contact information is viewable in the User Directory.

2.14. Miscellaneous Information

Finally, enter the miscellaneous information.  Also include the name of your organization, your professional title, and any degrees that you hold. 
a. Business Category – select from the drop down box (e.g. public health). 
b. Professional Licenses – Select the professional licenses that you hold (press CTRL while clicking to select more than one).
c. Specialties – Select any specialties you practice, if applicable (press CTRL while clicking to select more than one).

For Spoken Languages, select any languages in which you would feel comfortable communicating.  Finally, select the check box if you are certified to perform cardiopulmonary resuscitation (CPR).  

When finished, Click Save.  The User Profile Change Confirmation page appears.  Click OK to return to the user profile.

2.15. Initial Set-up of Security Code

After setting up your user profile, you must set your security code to be able to hear and confirm alerts by phone.  To set your alerting security code, type the four-digit alerting security code you want to use.  In the Verify New Alerting Security Code field, reenter your alerting code.  
When complete, click Save.  The Alerting Security Code Change Confirmation page appears.

Click OK.
Tip!  Use something familiar and easy to remember for your security code, such as your birth year.  

2.16. Initial Set-up of Alerting Profile

After setting up your security code, the Create an Alerting Profile page appears. Click New to create your alerting profile.
2.17. Profile Name
In the Profile Name field, type the name you want to give your alerting profile.  Create a name that accurately reflects the purpose of the profile, such as “daily,” “weekend,” or “vacation.”  

To set this as your default profile, select the Set as Default check box.

There are three levels of priority for messages.  You will be asked to select how you want to be notified based on the priority of the message.  
2.18. Profile Name (continued)
The three levels are:

1. High Priority.  This is a real event and requires that FDENS be able to contact you 24/7/365.  It is an indication that lives are at risk.

2. Medium Priority.  This might be an update to an earlier High Priority message or other important information.  

3. Low Priority.  These are informational messages and test messages.  

Tip!  Work email is the recommended method of contact for Low Priority alerts.

2.19. Entering Alert Information
Under each Priority Area, the Location field is a drop down list.  Each Priority Area has five Location fields.  
Select work email under each Priority Area to continue receiving all messages at your work email address.  
When an alert is sent to you, the device you select in the Location 1 list will be contacted first; the device in the Location 2 list will be contacted second, etc. Emails are always sent first, regardless of the Location.  This gives you time to confirm the alert before other devices (phone, fax, etc.) are contacted.

Tip!  You should select at least three contact devices you would like FDENS to send alerts to for High and Medium Priority Alerts.  Remember that High Priority Alerts are the most urgent.
2.20. Entering Alert Information (continued)
By default the dropdown list contains all contact devices to which the system can send alerts. Make sure that you have entered contact information in your profile for any devices that you select in you Alert Profile.
Repeat the setup process for the Medium and Low Priority Alerts.
Tip!  Remember all alerts and notifications sent from FDENS, regardless of priority level, require you to confirm receipt.

2.21. Initial Set-up of Call-in Account

FDENS users may now call in to review active, unconfirmed alerts. This is an additional method to review and confirm alerts when you are unable to get to a computer.  

To access your call-in account information, click on “Change My Call In Account Number.”  You can use the Call In Account Number listed to retrieve and listen to unconfirmed alerts. The call in telephone number will be provided by your FDENS Administrator.
Tip!  The Call In Account Number is not the same thing as the Call-in Alerting Security Code  that is required when you respond to alerts via phone.  
3. FDENS Home Page
3.1. Overview
After you have set up your user profile, whenever you log in to FDENS, you enter the home page.  The home page serves as the central area and starting point for many of the functions you will use.  The FDENS home page contains several elements that provide you with a quick overview of current alerts, news, and announcements within your organization, as well as updates and documents posted on the portal.
3.2. Navigation

The navigation bar is the primary feature that enables you to quickly access all areas of FDENS. On each page of FDENS, the navigation bar provides links to other pages and sections.  As you move to other pages within FDENS, the navigation bar’s appearance may change to reflect the contents of that section, and a section menu may appear.
3.3. Active Alerts
The Active Alerts section of the home page displays all active alerts sent to you, even if you have already confirmed the alert. Once the alert expires, the alert no longer appears on the page, even if you have not confirmed the alert.

To display an active alert’s details, click the date and time link.  Details displayed include the time sent, the alert sender’s name, the alert message text, and the alert’s expiration time.
Tip!  To sort active alerts, click any column title. 

3.4. Most Recent EpiCom Postings

Under the Alerts section, the FDENS home page also shows the last EpiCom postings.  EpiCom is the web-board portion of FDENS that allows for immediate real-time exchange of health related information.

Each posting is in its own row with a link on the title of the posting.  When you select the link, the system displays the posting details from the EpiCom message board.  

3.5. Directory
When you select Directory from the FDENS navigation, the Directory page of FDENS will appear. This page enables you to view, search for, and export other FDENS users’ contact information. Because each user must update the information in his or her profile at least every 60 days, you can rely on the fact that the contact data in the directory is up-to-date.  
Tip!  Home contact information is not displayed in the directory.
3.6. Log Off

When you select Log Off from the FDENS navigation, you will be logged out of FDENS. You may click on the link to go back to the FDENS home page, or close your internet browser.
4. Receiving and Confirming an Alert
4.1. Overview

When an emergency occurs, FDOH and other FDENS entities may send an alert.   The sender determines how the alert will be sent.  The sender also tracks who the message is sent to, who confirms the alert and when the alert is confirmed.

Every alert requires the user to confirm receipt of the message. As a user, you will receive alert notifications on all of the devices that you set up in your alerting profile. 
Tip!   All alert notifications are sent first by email. This allows the user to confirm the alert thus stopping any further notification. 

4.2.  Email/Blackberry

When you receive an email alert, you can confirm its receipt. Every email message contains a link that says, “Click to confirm receipt of this message.” When you click on the link a log in box will open. You must enter your FDENS User ID and password. You will then see a confirmation page. You may then choose to go to the home page using the link provided.

Tip!  You may also confirm the email alert from your Blackberry device or by Alpha Numeric Pager.
4.3. Phone and Voicemail

All alert notifications are first sent by email. The system goes to your alerting profile and sends the alert in the order of the devices listed.

When you receive an alert by telephone you will hear a recorded message that says:  “You have received a very important message from Florida Department of Health Emergency Notification System. If you are receiving this message by a voice mail or pager you will need to log on to the FDENS website at www.fdens.com to receive more details and confirm receipt of this alert, otherwise press any key to continue. Please enter your security code.” 
Tip!  FDENS allows three attempts to enter the Security Code before disconnecting.

4.4. Phone and Voicemail (continued) 

You will now hear the Alert just as it is written with subject, message, and signature. At the end of the message the system will tell you to press the number 1 to confirm or press the number 2 to replay. Once you confirm the system will disconnect. If you do not press the number 1 at the end of the message, the system will call you back and you will be listed as unconfirmed.

If you miss a telephone alert the following message will be left:  
“You have received a very important message from Florida Department of Health Emergency Notification System. If you are receiving this message by a voice mail or pager you will need to log on to the FDENS website at www.fdens.com to receive more details and confirm receipt of this alert. “ 
You may not confirm an alert from voicemail. You should check your email and the FDENS homepage.)
4.5. Call-In Account
Retrieval of an alert using your Call in Account Number is similar to getting voice mail. The system assigns a unique seven-digit Call In Account Number to each user. Both the Call in Number and the Security Code are needed to review alerts. 

When calling in, the system prompts the user to select the option to review awaiting alerts and asks them to enter their Account Number and Security Code.  After telling the user the number of waiting alerts, the system reads the first alert and prompts the user to confirm or repeat.  When the message is confirmed, the system continues to the next active alert.
Alerts that are already confirmed are not available for review 

4.6. Call-In Account (continued)
You can view or change your Call in Account Number under My Profile, Change My Call In Account Number link.

This number uniquely identifies you in the Response Manager system so it should be kept in a safe place.  If you decide to change it, use a number that is easy to remember.  

The number that you call to confirm is provided by the HAN Administrator.

4.7. Alert Review
As a reminder, all alert notifications will appear on the FDENS Home Page in the area labeled Active Alerts. The alert will be displayed for as long as the alert is active. The date of the alert is displayed with the name of the sender, the subject, and the priority of the alert. 

You may see the content of the message by clicking on the date.

In this view you can see all of the details about the alert and the content of the message.  From this page you can also confirm the alert by clicking on the Confirm Receipt of Alert at the checkmark. The alert will remain visible until it expires which is determined by the sender.

5. EpiCom 
5.1. EpiCom Home Page
EpiCom is the web-board portion of FDENS and was originally developed by the Florida Department of Health, Division of Disease Control, Bureau of Epidemiology.  The web-board has allowed for immediate real-time exchange of information for disease outbreaks or other incidents, such as the flu vaccination shortages or hurricane response.  EpiCom users include healthcare practitioners throughout Florida, such as physicians, county health department staff, and other Florida state agencies.

All FDENS users have access to EpiCom and can submit information for a specific topic.  All information submitted by FDENS users is reviewed by a moderator that is approved and trained by the Florida Department of Health.  A moderator’s function is to review the information posted to EpiCom to ensure it is added to the correct topic and does not contain personally-identifiable information. 

To access EpiCom, click EpiCom under My Applications, from the FDENS home page.  
5.2. EpiCom Home Page
In the upper left hand corner, the page displays your user name, the current time, and the last time you logged into the EpiCom system.
5.3. Navigation Buttons

There are several navigation buttons located in the upper left side of the Epicom Home page.  These will navigate you to the forums, searching, viewing you profile, editing preferences, and the user manual.

5.4. Latest Forum Posts
The middle of the Epicom Home page contains information “at a glance” for you to quickly see the most recent data posted to EpiCom.

The “Latest Forum Posts” box lists the last six Topics that have had messages posted to them.  The “Forum Statistics” box shows the current number of posts, topics, and forums within the EpiCom system.  
5.5. Forums, Posts, and Last Post 

The first column (Forum) is a list of all the Forums within the EpiCom system.  Under each forum there are message postings listed within each topic.  To view all postings within a topic, click on the topic’s underlined name. 

The second column (Posts) indicates the number of posts entered for each topic.

The third column (Last Post) identifies the EpiCom User Name of the person who entered the latest post, and the date and time the post was approved by an FDOH-approved Moderator.

5.6. Posting a Message

To post a message to EpiCom, click on the topic that is listed under a forum. 

5.7. Posting a Message (continued)

Then click on Post Message.
5.8. Posting a Message (continued)

You will then see all the information posted to this forum and to this topic.   To submit a new posting, scroll to the bottom of this page, enter the new message, and click on Submit Message. The message will then be sent to at Florida Department of Health moderator, who will review the message for content and approve the posting for public viewing.  You will receive an email when the message has been approved by the moderator. 
5.9. Edit Preferences
The Edit Preferences tab allows you to view your profile information and change the forums to which you belong. 

The top of the MyProfile Information displays your profile information. The information is read-only; it cannot be changed here.

5.10. Forum Classifications
This section displays the Forum Classification for which you belong. You may select the classifications of forums you wish to view and how you would like to receive emailed postings to the forum.  Passive email notifications are those emails that are sent to you as new information is posted to EpiCom. You can select to either receive the entire content of the posting, or just the title of the posting. 

At the bottom of this section is the statement “I would like to receive a Daily Recap Email of all the Messages posted to EpiCom in the Previous 24 Hours,” followed by a yes or no checkbox.  Checking Yes will ensure you receive a single daily email recapping all postings during the last 24 hours.  If you check No, you will not receive this email.

Click “Modify User” to save your changes, or click Cancel to revert to the last saved version.

5.11. User Manual
Clicking the User Manual tab opens and FDENS Tutorial.
5.12. Exit EpiCom
Clicking the Exit tab closes the EpiCom window and takes you back to the FDENS Home Page.
5.13. The End

This concludes the basic user tutorial for FDENS. If you have further questions, please contact the Health Alert Network Coordinator at:

FDENS-Help@doh.state.fl.us.  
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